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Abstract Malicious mobile code has become more sophisticated. Software encryption and obfuscation
are applied for evading signature maching based scanning. In this paper we propose a ATP (automated
theorem proving) based analysis of polymorphic viral binary code. Structure and parameter are detected
by theorem prover. In detection process, we apply a look-ahead heuristics called hot list strategy for
faster equality substitution. In experiment, we discuss the effectiveness of this strategy by numerical
output of theorem prover. It is shown that hot list group (EAX, ECX, EBX, EDX) reduces the number
of generated clauses compared with hot list group (EDI, ESI, EBP, EDP).
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2 Polymorphic viral code
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set A address_of_payload
set B key
set C address_loop_start

set D counter

address_loop_start
payload_transfer(A)
decryptor(B)
parload_transfer(A)
branch(D)
goto_start(C)
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fact: f(g(x),x).
fact: equal(g(a),b).

conclusion f(b,a).

fact: equal(data_16e,514Bh).

fact: mov(reg(ah),const(data_16e),63,
time(1)).

conclusion :

mov (reg(ah),const(514Bh) ,63,time(1)).
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fact: mov(reg(ah),const(2Ch),162,time(1)).
fact: mov(reg(bx),reg(ah),300,time(1)).
fact: xor(reg(dx),reg(bx),431,time(1)).

/* decrypter */

-mov (reg(x),const(y),z,time(1)) |
x=const(y,z) .

conclusion:

decrypter(reg(dx) ,key(const(2Ch,162),
431,time(1)).
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mov dword_3, 6E72654Bh
mov dword_4, 32336C65h
mov dword_5, Oh

push offset dword_3

call ds:GetModuleHandleA
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Assembly code of GetModuleHandleA
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4.1 Moufang identity problem

Look-ahead 0000000000 hot list strategy
0000000000O0OOOMoufang identity prob-
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Moufangl: (x*y)*(z*x)=(x*(y*z))*x
Moufang2: (x*y)*z)*y=x*(y*(zxy))
Moufang3: x*(y*(x*z))=((x*y)*x)*z)
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list strategy 00 00000000000 OO0OO
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mov dword_1,0h

mov cdx,dword_1

mov dword_2,edx

mov edp,dword_2

mov edi,32336C65h

lea eax,[edi]

mov esi,0A624540h

or esi,4670214Bh

lea edi,[eax]

mov dword_4,cid

mov edx,ebp

mov dword_5,edx

mov dwrod_3,esi

mov edx,offset dword_3
push edx

mov dword_6,offset GetModuleHandleA
push dword_6

pop dwprd_7

mov edx,dword_7

call dword ptr ds:0[edx]
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0 2: Obfuscated assembly code of GetModule-
HandleA API
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# hot list group I :
calculation registers
list(hot).

ax=const(x,y). bx=const(x,y).
cx=const(x,y). dx=const(x,y).
end_of_list.

# hot list group II :

memory registers

list (hot) .

di=const(x,y). si=const(x,y).
bi=const(x,y). bp=const(x,y).
end_of_list.
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Type A (no weighting) | Type A (with weighting)
HOT LIST | all clauses | HOT LIST | all clauses
no heat 915 no heat 707

EAX 677 EAX 677

EBX 670 EBX 602

ECX 799 ECX 541

EDX 756 EDX 540

EDI 1078 EDI 822

ESI 1055 ESI 801

EBI 1055 EBI 801

EBP 1055 EBP 801
Group 1 468 Group 1 366
Group 11 1510 Group 1II 1206

O 3: Hot list strategies for Type A. Paramodu-
lation for detecting parameters into register E* is
speeded up by hot list. We set 10 hot lists for each

register and two groups.
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Type B (no weighting) | Type B (with weighting) Type D (no weighting) | Type D (with weighting)
HOT LIST | all clauses | HOT LIST | all clauses HOT LIST | all clauses | HOT LIST | all clauses
no heat 1592 no heat 769 no heat 1877 no heat 801

EAX 915 EAX 605 EAX 1444 EAX 587

EBX 1561 EBX 494 EBX 1675 EBX 587

ECX 497 ECX 490 ECX 870 ECX 599

EDX 519 EDX 593 EDX 1877 EDX 737

EDI 1921 EDI 1164 EDI 7406 EDI 1462

ESI 1724 ESI 843 EST 2028 ESI 876

EBI 1724 EBI 685 EBI 2028 EBI 876

EBP 1724 EBP 685 EBP 2028 EBP 876
Group 1 463 Group 1 242 Group 1 563 Group 1 259
Group II 2422 Group II 1807 Group I 8186 Group II 1891

O 4: Hot list strategies for Type B.

Type C (no weighting) | Type C (with weighting)
HOT LIST | all clauses | HOT LIST | all clauses
no heat 976 no heat 604

EAX 1018 EAX 605

EBX 720 EBX 494

ECX 946 ECX 490

EDX 976 EDX 593

EDI 1592 EDI 1164

ESIT 1272 ESI 843

EBI 1114 EBI 685

EBP 1114 EBP 685
Group I 738 Group 1 463
Group II 2284 Group II 1807

O 5: Hot list strategies for Type C.
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